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Ingram Micro Cyber Security Portfolio

Services Trainings Vendors

€ b
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—~J \ A

Technical . IBM Security C1SCO
|J| Assessment General Training 9
.. laspersky F:RTINET

Managed
Security Service
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Cyber Security Value Added Service - Global Offer

Managed
Security Training Services
Services

Basic Technical Consultancy
Services Services

Public Discovery

Governance & Strategy Regular Assessment

Cyber Security
Awareness (Executive,
Users, IT)

Web App Assessment

Policies & Procedures SOCaaS

Vulnerability Assessment

Penetration Testing

Compliance Assessment Security Monitoring

Certification Training
(CISSP, Security+,
Network+, etc.)

Web Malware detection

Risk Assessment Incident Response

PCI DSS ASV Scan
Source code review Multi-Vendor Security

Architecture Digital Forensics

Specialized training
(Secure coding,
Forensics examination)

Data Leakage Prevention
Access Control
Assessment

Configuration review Threat Intelligence
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Cyber Security Services — Public Discovery Report

Google
Hacking

DeSCTi ption . Job Network
Postings Ranges
- ~ ~ 1
> rree oOf Employees
) | Search
charge.
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SYysltlerl

Public Whois
Discovery Lookup
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Cyber Security Services — Web Application Scanning

o 85ro  Efrro
Description:

> Avallable in
exiernal and
Internal
forrnat.

> AIMS to test
weo related
vulneraoilitie
s for public

~a
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Cyber Security Services — Vulnerability Assessment

Description: Time to
« Similar to Web Vulnerability deliver:
Scanning, however it covers all > Two
Servers, network devices, ousiness
. . S
It r
* laentify connected * ldentify open  Testing J‘ AnalyzeJ:)utcome. + Eliminate false
nmechines! | &1 1, network ports configuration. - Manually verify positives.
» Perform network (TCP/UDP) Identlfy missing identified « Prioritize findings
J IFI\IFFPF\) rO l@ls l” rbl VL) GF]"—JF"""F'(E)SI || ” mlaerabilities. according to
rnfr?rrumn aicace e Verlyoucome - severyand
across thE"eMEfits Gagwork amer ™ eowe
recommendation
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Cyber Security Services - Penetration Testing

Description: — =

> Avallable In
external and / \
Internal forrnat.
> Black box
oenetration testing \

Is available as well. T
> Aims to identity o 4
vulnerabilities in e xpoaion ] Vit

[ ' ) . [ ) o
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Cyber Security Services — Web Malware Detection

Description:

i i Injected
» Available in Hidden links Infected
R iframes pages
external and Behavior

) . analysis
Internal
forrmat.

Web Malware Detection

> A 10 L T
r\lrn) [O : Ref_ Infection
a L omains d
identify Cross e
i references Blacklist
rn:ll\)\/?lm? in S lookup

custorner weo
) Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission. 9 Imm gw SECU RITY

k’L’

Sit



How Do We Deliver Our Services — External Format

Ingram Micro Cyber Team

[Ty
- |
< =
-*
21N
Creos

__--_-.E.-_--_--JI

- —

Internet i R

I Server Farm
\

Malicious Traffic =======

IT VLAN Marketing Finance
VLAN VLAN
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How Do We Deliver Our Services — Internal Format

Ingram Micro Cyber
Team

@1\
3
2

, Internet

Servers Farm

G5

Malicious Traffic

IT VLAN Marketing Finance
VLAN VLAN
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Consultancy Services

Organization of information security, Security
strategy, structure, and roles and

v
Assess Change management, patch
management, malware protection, and
network security management
processes

Assess physical and environmental
controls at data processing facilities

_________________________

Assess incident response
capabilities including prevention,
detection, and recovery.

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

responﬁ-‘va’t’v‘es

Cyber Security
Governance

Security.
Operations
review.

Physical
Security
Assessment

Consultancy

Services

Incident
management

Compliance
Assessment

Policies &
Procedures
review

Risk
Assessment

AcCcess
Control
Review

v
Assess compliance against local and international
security standards and regulations

v

Review the design and effectiveness
of established security policies and

procedures

Identify risks and propose mitigation

measures

—

Assess controls of access provisioning,
access removal, privilege assignment,

and access monitoring
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Key Questions to Ask?
A Are you already compromised? Do you know
yIony dfosdisranfoupsesnfityieefences? Do
©® vviviewilike votpeloifsfonr arscosrifotomised
i todfydeDecyol ey s ceindidst and crisis
NRES I FErE I SR AR FR i th IR PO
O :visdppnsibnrs YRV S the tas?
CYBerSECUF Y TDUVIDYO GPOTYSARATION fehze
e voiHase 8lEdn oo eg8Lsbe manage
vELHSECOHE 7 N iR peffae trsmaNfeinsyle
(T BIEpe k] VP SHEUFHIEHBR97 . | iweramisecury




Sample Statement Of Services
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Sample Reports

Sample PDR Reports

IN“RAM: P—

1P Addresses, Open ports, and Running Services

Wi igerttied the folowing IF acdrazzes, ports anc sanvices resvant te your arganization:

78.000.33.180 33 ‘Agache Tomeat/Copote ISP engs ion: 1.1
Bmsii0 a0 |
Y Moo wTTeAR o 20 |
12150138078 50 Apacne nttge |
[y ancne netsg
FIERE TSI ) “ancne mitag .
N IN “RAM S
oy e
Teimsiie o
[y ranPort Azyne0s bt
1205082 ) Postfs smizd
80 ngins
sy imas s im
Technology Stack

Vi identified the following technolagies running on your ma
i name

ek zerver name
Seruer nde technogy wied

‘Client side bechnatozy used - - z
“Web Appication Fremal Forbidden
Login Pages N i b 1 i e

The following login web pages wers sccessisle from the inte: —

Address

S
QATA T T

Ton POCOE Atk

[ —
[ttt el bt
e~
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Sample VA Reports

Resuits

For the purpase of tnis test. Ingram M)
nautmorizes access o 8 targen system

lizt, Ut not imited o the following, wer

« ity ta run commanaz on the targe:)
« Login. Bypass

» Successful credentis) theft

» Successiul praviieges

A 3ummary of any system or device coamp
faund elow. Also documented are the
additions] atiack vencor beyond the sco

Recommendations

nignly recommenaea that ABC mmoul
recommencations
snoula slso consicer perorming 8 retest

The criticsl areas that require mmesizts

=g

Tiea CEEE

Tiex VeonR

Ties NEWPCS

Tiea o

T IN "RAM:

riox Reconnaissance

T Reconnaizzance starts wih inkernet sesrch engines and infarmation gathering sout arganizatian =z
o whale. Neat, pubiic wea sites et eaist for infermetion foet-up and Hota mining 23 well 82 pusic

and authoritztive edies are consulted and specific information s gethered and crtaloged.
Forceful interrogation of argarzstionsl Samain Keme System (DHS) servers and the DHS servers

provea fo Fart scanni inting. ana netwark mapping
tecnniques are wtifzec 1o Duilc & system ang network profile, ang & compiete target st s compilea
from il the information gathered curing the phese.

Vulnersbility identification

£2ch hast and sl assacistec fstening service to be targeted for the test are proded, singulery and in
tardem with the other hasts to locate potentisl vulrerstities. Using 8 large working knowlecge of
exphait tennigues, PUDIK IROrMEtion, and rEsURs of private vaIRerabllity researen, the Ingram Micra
SOC canzuitants catsiog il the potentisl SEack vectors.

Vulnersbility Exploitation

investigaizg ana an amemat is mace to expiit.

to the target zystem or extract sersifive datn from i An exploit iz considered successhl i we were
azle to acnieve eitner o these objectives.

Scanning Results & Recommended Action

Vulnerability Scoring

Cammon System [cvss)is 3
Fanging fTom 013 10, bRsEd Gm the CamMoR Yulnerawiity Scoring System, Version 2 [CVSSvz). CVSSvE
is the emerging securityindustry stendand for scoring the severity of vulnerstilites and provides a
comsistent algorithm for assessing the severity of a valmerability. Ingram Micro SOC uses the CWSSv2
a5t Score, which b comprised of £ Factors, a5 follows:

Sample PT Reports

106100

[
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apsgiets and na langermuiniained by it vendar ar
Obsedens Web Server | proviser, Upgrade 1o 8 newes versian ar saftn 12
Demcion snaner zerver.
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VISRV NIAC LA NICH PP

ke
N Wewsanver Useapiain | 1o _ _
cvss o Couid Asow | notpal/ww
e evesal Remate Code Euecution | [ME13-030. mean
CES Bxse Soorni o
Micrazaft wingows | Share access shauld be grien on need 1o know basis.
There, 3 Mg Shares VS5 Base Score:? 5
sthere & S
e
mema| T grou T e

Nutipie Etnernes Drive| Etner)
Frame Facing slow
atarmation Disciasure | the ar1

70 Guset only - 1oCH UTeTE Buthentiats a2 Guszt &3
“Dassic - lacalurers suthenticate ac themzzives..
v Bae s

S4B Guest aczzart
[RSpme—

auonst e e
enza
o
s Domain uar
s Eemersmon i ossisie | Disatie nul sozzon o server
— s stalled
S Pt ridrns recamme: -
4 e seary 6 [ttt [ o dimtie o oy pores

210x

Remediation

Astion
Update Windows Patches immedistely.
ire

Rezooution Couss ABTW | 030

Femate Cods Exscution | Cyss Baze Szore400
[ MiCChC/AT

1 the remote LDAP sereer SUppOrSs 3 version of the LOAP.

protacel before v3, consider whether to disable NULL BASE

queries on your LOAP server.

CVES Bace Score D

CUSSZRAVIN/ACLIAWNIC:

BN

LDAF NULL BASE
Seseen accez

Micrzza

e s o Disable null sezsion on server
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Training Suite

EOUNDATIONAL
TRAINING

Fundamentals of
Information
Security.
CyberSAFE:
Securing Assets

f he E of
91¢ 405 Sl U CERTIFICATION

TRAINING

Cyber Security
First Responder
CompTIA® N+
CompTIA® S+
CASP

CISSP

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

RISK

MANAGEMENT

Fundamentals of
a Formal ISRA
NIST SP. 800-30
OCTAVE

ISO 27005

COMPLIANCE

PCI DSS and
Payment Card
Security

ISO 27001
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Training Suite: Foundational Training ‘

1. FUNDAMENTALS OF INFORMATION SECURITY 0/

Key Takeaways: Who Will Benefit:

- Basic tenets of inforration security »  Technology users with a basic understanding of
> Why Information Security rmatters technical concepis

> How to implement basic security practices

» (Case study and Hands-on workshop Course Duration: 1 day

Who Will Benefit:

Key Takeaways

> The need for inforrnation security > Basic users of deskiops, laptops, tablets, rmobile

> Securing en cl point devices such as laptops, devices for activities inclu clmg web browsing and
deskiops, mobile devices, eic ermail

> Secure use of the internet

MICRO

'SECURITY
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Training Suite: Certification Training

%
1. CYBER SECURITY FIRST RESPONDER (CFR) /

Key Takeaways: Who Will Benefit:
» A comprehensive approach to security » Cyber Security Professionals who rmonitor and
» Correct incident response rmechanisr detect security incidents

2. CompTIA® ADVANCED SECURITY PRACTITIONER (CASP)

Who Will Benefit:

Key Takeaways:

> Enterprise security, risk managernent and incident - [T professionals with strong knowledge of security
response,

> Research and analyab Course Duration: 5 days

> integration of computing, communications and
business disci ,rlme"

> Technical integration of enterprise components

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission. 19 Im‘m g S ECU R ITY



Training Suite: Certification Training

%/’@

sionals who wish to further their
ng foundational knowledge of

3. CompTIA® SECURITY PLUS (S+)

Who Will Benefit:

Key Takeaways:
’ recrmology r)

> Implermentation, managernent, rrloni"roring and
troubleshooting of security a
infrastructure, applications a

K‘I.’

-
S
lirir

Ay
(6}
=
“
©
Ay
-
O
@
o
ﬁ
Q
()
n
—
o
Ay
ﬁ
@®
@®
=
@)
<
@
k‘"

rse Duration: 5 days

Q)
&)
£
-

4. CompTIA® NETWORK PLUS (N+)

Key Takeaways:
> Configuration, managerment, and troubleshooting of
ices Course Duration: 5 days

administration and/or support.

b)

cornmon wired and wireless network devi

Who Will Benefit:

> Eniry-level technology prof BSSIOFI«-IIJ who wish to

increase their n(flOWls*dtjr* of neitworking and acquire
Kills to required for a career in network

the skills

IN“RAM: SECURITY

2

o
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Training Suite: Certification Training

\ X

v

5. CERTIFIED INFORMATION SYSTEMS SECURITY
PROFESSIONAL (CISSP)

Key Takeaways:
ldentification and reinforcement of the 8 dornains of Course Duration: 5 days
the (ISC)2 CISSP CBK

Who Will Benefit:
Advanced technology/inforration security
orofessionals including auditors, security
consultanis, risk rnanagers, network security

engineers
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Training Suite: Risk Management

%%

1. FORMAL INFORMATION SECURITY RISK
ASSESSMENT

>  The role of information security risk assessrnent in Who Will Benefit:

-

securing an enterprise » Information risk professionals, information
> How to do a forrnal information security risk assurance professionals, auditors, pen-tesiers,

> Fundarmentals of information security risk Who Will Benefit:
assessment > |Inforrmation risk professionals, information

> How io do a forrnal inforrnation security risk assurance professionals, auditors, pen-tesiers,
assessment as per the NIST SP 800-30 rethodology incident responders, etc.

»  Case study ancl Hands-on Workshop
Course Duration: 5 days
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Training Suite: Risk Management

%%

3. RISK ASSESSMENT AS PER ISO 27005

»  Fundamentals of information security risk Who Will Benefit:
assessment » |nformation risk professionals, information

»  How to do a forrnal information security risk assurance professionals, auditors, pen-tesiers,
assessment as per the ISO 27005 rmethodology incident responders, eic.

» (Case study and Hands-on \/\/0f'1(:3flJ,)

> Fundarmentals of information security risk Who Will Benefit:
assessment > |Inforrmation risk professionals, information

> How io do a forrnal inforrnation security risk ass lra iIce professionals, auditors, pen-tesiers,
assessment as per the OCTAVE methodology ident responders, etc

»  Case study and Hands-on Workshop
Course Duration: 2 days
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Training Suite: Compliance

%%

Key Takeaways: Who Will Benefit:

S

»  Fundamentals of payment card security » Information risk professionals, information
> The 12 PC| DSS Requirernents assurance professionals, auditors, individuals who
»  Common challenges in implernentation process card inforrnation
> Critical success factors
» Case Study and Hands-on workshop Course Duration: 2 days
2.1S0 27001
Key Takeaways:
»  Fundarnentals of an ISMS Who Will Benefit:
> |SO 27001 Conftrols > |Inforrmation risk professionals, inforrmation

> Cornrmon challenges in implementation
» Critical success factors

study and Hands-on Workshop

ps

Issurance professionals, auditors, individuals who
rocess card inforrnation

P
Ay
©

£

@®

1S

K

Course Duration: 2 days
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Ingram MICro - Global Leader in Technology & Supply Chain Services

S50 200,000 customers & 2,000 vendors
Billion

In revenue 500 IVI|II|on Operations in

19 6|V|_|_ units shipped per year 52 Countries with

Sq. Ft across 32,000 + associates covering
125 logisti t -

SR Top 10 clobal Supplier 6 continents
& 35 Service centers

Handling

1 of3

mobile devices in U.S.

1/3 Only distributor with ISO 37001:2016

of the Top Telcos certification
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Ingram Micro Strategy — Accelerating Digital Transformation

#SOLUTIONS

Accelerating Digital Transformation

O

Cyber Security Physical Security loT Al & Machine Learning

Will drive Growth in

@ ®@ O

Data Center Enterprise Network Enterprise Software Cloud Technology
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Expert People Dedicated to You

Belgrade
East Europe

EMEA Security Next Netherlands
Centers Of Excellence ~ YestEuope
(COEs) "y
,{if'
COE covering Western Europe Loy
In Netherlands (Utrecht) R
f_%a-. AT

COE covering Central + East
Europe in Belgrade

COE covering META (Duba)
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Global Team of Security Experts Ready to Serve

CANADA

Mexico COE

Americas

.....

Serbia
oL P 8 s Belgrade COE
Netherlands COE P East Europe
West Europe ‘ s, ... - |Pakistan SOC
Germany SOC o - / APAC = - _*
West Europe = (
|  UAE (Dubai)
~ [, COE+SOC
| o META ndia
'''''' | COE + SOC

@ Ingram Micro COE
Ingram Micro SOC

¢ Ingram Micro Presence Moz

APAC

“"-Cyber Security COE in Mexico, Netherlands, Serbia, UAE, India, Singapore
Ingram Micro SOC in Germany, UAE, India and Pakistan

29

........

~ -Singapore COE

APAC

MICRO

A 2 A



Security NMEXT Proven Partner GTM Process

Training Pre-Sales Operations + Waysto Pay Post-Sales Managed
Services Pro Services Enablement + Deploy Services Services

-
Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission. 30 Imm =



Security 71EXT Solutions for Cyber Security Leaders

Ingram Micro gives you the advantage of the best people, processes and technology to take your
Cyber Security practice to the next level

__PEOPLE . PROCESS | _ TECHNOLOGY |
CYBER SECURITY TRAININGS CYBER SECURITY SERVICES CYBER SECURITY VENDORS

@ Foqnplational . Technical ygﬁggmﬂ A]@vmkl
Trainings Assessments B b
b
Bitdefender oy e C15CO @ Carbon Biack
J )\ A V n r [ Xomil . . ‘( jei (%) '
(&Y ) dva _ced Cyt_)e Consulting Services G vompiety s.gm""""”"“ GF
/Security Trainings 0
rorcepoint @IREQE f _kaspersky nuix
=) Privacy Training Managed Security ipswitch nexthink Qtenable Quest soucwa
. (GDPR) Services PR B Microsoft solarwinds® SOPHOS ) FIREEYE
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Security MEXT Trainings Portfolio Built for Partners

FOUNDATIONAL CERTIFICATION RISK AND EMERGENT
TRAININGS TRAININGS COMPLIANCE TECHNOLOGIES PRIVACY (GDPR)

Fundamentals of
Cyber Security

CyberSAFE

Fundamentals of
Information Risk

®
-]
[
Imw2
=

CISSP

CompTIA Security+

CompTIA Network+

CASP

CyberSec First
Responder

Confidential and proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.

Risk Assessment as
per NIST SP 800-30

Risk Assessment as
per OCTAVE

PCI DSS and Payment
Card Security

ISO 27001
Compliance

NESA, ISR, ADSIC
compliance

loT and Cyber
Security

Blockchain and Cyber
Security

Artificial Intelligence
and Cyber Security

CIPP/Europe

CIPM CIPM

Privacy Legislation in
the UAE

GDPR Foundations

GDPR
Implementation




Security nEXT Ingram Micro Virtual Security Operation Center

f Q] -
: Incident Ticketing Search and Unified Malware :
| : “,. Workflow System analysis Reporting Management G-
Assessment .. Analytics Engine .,
: . o Tools *e, O .
: : ' : : :
: E Leading edge == : :
. . o . o—> H . .
: : technology platforms: : : : :
. . . . . VA & PT . : .
: : for effective and  : : - : : Real-time : :
: : efficient delivery of : 5 v DataStore ..., Analytics : :
cybersecurity . Compliance
: services. : : 2 : | : : :
: : : o O - e HE ; :
: : kS h : S . Historica : s
E E “‘ ,'.Malware & Web “,' ". Ana|yt|cs ’: ’.0'

E .E LA R RN RN NNNRNRERNENRNENNENNENRNENNNENNRRNNNNNRNNNNHNN.] J LA R NN R RNENNNNRNRNERNENSESRNRHES:RSEH;RHESRSEBRSES;RSS;RHNERSES;;E;RS;SSRSNESS;]
Performance

. RET Monitoring e,

: Business Partners : s

IM Team of

) Technical

: Security

." Experts :
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Security "1TEXT Services Portfolio Built for Partners

Technical Assessments Consulting Managed Security Services
DATA GOVERNANCE « Compliance Monitoring
* Public Discovery Scan « Information/Cyber Security Strategy ° Log Managemer]t
- Database Security Assessment - Information/Cyber Security Operating * Intrusion Detection
 Digital Forensics model  Incident Response
. ificati « Threat Intelligence
APPLICATION Data CI§SS|f|cat|on | B 'g
« Information/Cyber Security Policies * Threat Hunting

* Source Code Review

+ Procedures * Fraud Monitorin
*  Web App Assessment J

 Malware Protection

. Web. Malware Detection RISK - Digital Forensics
* Mobile App Assessment . Risk Assessment - SOC Advisory
DEVICE COMPLIANCE

2 Wl g7 A GDPR, ISO 27001, PCI DSS, NIST SP 800-30,

« Configuration Review NESA, ISR, ADSIC, SAMA

NETWORK » Information Security/Cyber/IT Audit

« Gap Assessment
« Remediation Support
» Certification Assistance

* Network Architecture Review
* Network Audit

* Penetration Testing (Black box & White
box)
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Security 71EXT Solution Portfolio

PEOPLE

IN“RAM: SECURITY

-
(0) IDENTIFY Cyber Security Strategy, Governance, Risk Cyber Security Advisory
[ Management & Compliance 4
(@ Trainings, Data Security, Multi-Vendor Integrates (ls/| Trainings, Multi-Vendor
NS PROTECT Technology Solutions, Technical Assessments ¢ Solutions , VA, PT
(@ DETECT Cyber Security Audit, Security Continuous (0 Audit, MSSP, MDR
Monitoring, MSS, MDR (Breach Management) 4
REB YR FENALE, 11K 2 (@ MDR, Digital Forensics \

: ~
Recovery Planning and Strategy (t(_-} Business Continuity
4 Management

PROCESSES ™™™  TECHNOLOGY |
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Security "1IEXT Tools & Own Products

Gj Discovery Report

@ CyberGram - Ingram Micro Cyber Security Self Assessment Tool

@ Ingram Micro Virtual Lab

@ Security Awareness Tools: Trainings & Videos

@ Security Bundles
@ Multi-Vendor Solution
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Security MEXT Technology Tools Built For You
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5. Security Bundles — Samples

ob. Security Bundles — Forcepoint ') FORCEPOINT

Mapping Products to Services Mapping Services to Products

J Forcepoint |

re—r——OC. SECUrity Bundies — Kaspersky KASPER{KY 3

Analylics & Email Se

Mapping Services to Products

Mapping Products to Services

PRODUCTS SERYICES

@ Kaspersky

SERVICES | ' PRODUCTS

R __ __
Kaspersky Securty for + Mabie Appleaion Tesling

Mahbile + Seucr Cande Bowviw Cyber Eecurity Foundational . I-'-’.II'-""E
Trainings .

o __

Forensic Services = Hasparsky Fndpoint
Medeeton and Rospans:

GTM STRATEGY: TEAM: IM Taam of Tachndcal
CI50 Round Table, Partner Sacurlty Exparts, Vendaors'
Emablement, Bundling Froduct Trainings
Producis/Services

sourity ngrasmrite o In gram Micro

MICRO
®
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6. Multi-Vendor Solutioning

Network Boundaries & Endpoints, Bidireclional Visibility and
Threat Response

Conslstent queess nolicy entgrcement and real fime securly
arches retion

Today's Challenges & Needs
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Bring Hidden Threats & Malicious Activities to the Surface
Sirnplily Threal Delecion & Incidenl Torensics

Today's Challenges & Needs
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